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Revision History

Version # Date Contributor Changes
1.0 Oct. 2024 | Ellen Wu/Rad Yah First Release
11 Mar. 2025 Ellen Wu Add silent update function of BIOS and drivers
Glossary
Abbreviation Terms

SCCM

Microsoft System Center Configuration Manager

Task Sequence

A task sequence is a mechanism used in System Center
Configuration Manager for performing multiple steps or tasks on a
client computer at the command-line level without requiring user
intervention.

Baseline

In Configuration Manager, baselines are used to define the
configuration of a system that is established at a specific point in
time. Configuration baselines can contain one or more defined set of
desired configurations, or Configuration Items.

Distribution Point

A SCCM distribution point (DP) is a Configuration Manager server
role where packages are stored for later distribution.




1. Introduction

Concept

ASUS Config Manager is integrated directly into the SCCM console, providing a streamline user
experience for administrators of ASUS hardware devices. ASUS Config Manager is to simplify
and automate various management tasks, including provisioning, deployment, configuration,
and maintenance of ASUS commercial systems within enterprise IT environments.

Supported Microsoft System Center Configuration Manager Versions

ASUS Config Manager can be installed on servers running the following versions of Microsoft
SCCM. To determine sever operating system requirements, see the Microsoft SCCM
documentation.

e Microsoft System Center Configuration Manager 1602 and later
Supported Client Device Operation System

The ASUS Config Manager client components are supported on the following client operating
systems:

® Windows 10/11
Supported Product Line

ASUS Commercial Notebooks, Desktops and All-in-Ones are supported.

Nevertheless, the specific models supported may vary depending on the ASUS Config Manager
features. Please refer to the list displayed in the ACM Wizard for details.

*For more information on supported products, refer to the 5 Appendix — ASUS Commercial
Products.




2. Using ASUS Config Manager

Installation

To download and install the ASUS Config Manger:

1. Go to ASUS support site: Centralized management - Services | Business | ASUS Global

2. Download the latest version of ASUS Config Manger (ACM).

3. Uncheck the option “"Only allow console extensions that are approved for the
hierarchy” in Microsoft SCCM console under Administration > Site Configuration > Sites >
Hierarchy Settings.

I
5 e 7 2 ¥ 3 Show Install Status | | [ Site Maintenance
3 2| R o - Le L
? = B’ i i @ status Summarizers
AddSite Create Site AddSite  CresteSite  Create Manage Configure Site Client =~ Set Security
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!
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4 5| Overview Search current node
» &] Updates and Servicing ion | Name Type Sen| | [ Usatalback ste
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General
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4. Run the downloaded ASUS Config Manger (ACM) for Microsoft System Center Configuration
Manager SoftPaq and follow the on-screen instructions to complete the installation.

5. Open or restart the Microsoft SCCM Console and verify that ASUS Config Manager is
displayed under Assets and Compliance.


https://www.asus.com/business/services/centralized-management/

B Microsof Configuration Manager (Connected to PDS, PDS2303 - TestingServerl W TestingServer.com) - o
~0 &

[€ > «[@ \ v AssersandComplionee + Overview + ASUS Config Manager » - 2]
Assets and Compliance
+ B Overview ASUS Config Manager

& Uses

1% Devices

8 User Collections + Navigation Index

& Device Collections

& Onchestration Groups BIOS Mansgement: Manage and update BIOS settings Manage and -

Ry User State Migration
» ] Asset Inteligence:
T Seftware Metering
» B Compliance Salfings
» 2 Endpaint Proteetion
* ] All Corparate-owned Devices
| @ ASUS Config Manager.
© BIOS Management
£ Driver Management

B pssets and Compliance
(51 software Library

W Hontorng

7 Administrotion

23 community

Ready

Uninstallation

To uninstall the ASUS Config Manger:

1. Go to Control Panel > Programs > Uninstallation and choose ASUS Config Manager for
uninstallation.

[ Programs and Features - u] X

€« A [ﬁ > Control Panel > All Control Panel items > Programs and Features v & | Search Programs and Features 0O

Control Panel Home .
Uninstall or change a program

View installed updates To uninstall 3 program, select it from the list and then click Uninstall, Change, or Repair.
& Tum Windows features on or
off Organize v Uninstall  Change = @
Install 2 program from the ~
network Name Publisher Installed On ~ Size Version &

Unified Config Manager 107872024 S8EMB_1.1.20

ASUSTek COMPUTER INC. Product version: 1.1.2.0
Size: 58.8 MB

2. Restart the Microsoft SCCM Console to verify that ASUS Config Manager is removed.




Run Application

As a standard setting, the installer enhances SCCM functionality by adding various plugins under
the ASUS Config Manager node. There is a brief manual for each plugin node in the View
section.

Current Plugins: Driver Management, BIOS Management.
Driver Package Creator

Supports models by syncing the latest drivers from the ASUS Driver Command Website based
on the device's operating system. Depending on specific requirements, the downloaded drivers
are packaged as a Driver Package for OS deployment within a task sequence.

1. Select the particular model and OS version which used for OS deployment.

0 Driver Package Crestor Wizard — T X || 1 DriverPackage Crestor Wizsrd - 0 x
© sclect Model
2) Select 05 Select Model for deploying devices Select OS for deploying devices
3 Select
Select the nadel for which d you want 1o deployed. Sl
. You' ext step. You'
Generale Package al
5! Upload ar
*Device Model: 9
D g 2 rimontn s v
( ( ktop ) in-
) @ Crioreboni) (pesiaop ) (Aikinonercs ) . . P
7) Dy ioad and I( 7/ Download and Generate
| Boacs a

Windows 10 (B4-bit)
BY0ICYA -

BI40ICVAR

2. Select the drivers: customize the driver package or choose the full package.
) Driver Package Creator Wizard - o X
@ select Model

@ seiectos Select drvier category for deploying devices

Select Driver Catego
Select the driver category for which devices you want to deployed.

4) Generate Package

5) Upload
6/ Information Confirm O Full Fackage
7/ Download and Generate (®) By driver closs

[) siometric Authentication
Bluetooth

Camera

[ Card Reader

D Pointing Device

[T sofoware and Utility




3. Generate a Driver Package: name the package and decide to create a task sequence or not.

() Driver Package Creator Wizard

- o x
@ select Model
@ seiectos Driver Package Generate
@ Select Driver Category
*Name:
[ [Model Name]_Driver Package for OS Deployment_MMDD
5) Upload
6 Information Confirm [Raeauence:
O Do not create task sequence
7) Download and Generate
(® Create new task sequence
*Name: [ [Model Name]_OS Deployment_MMDD
O Add to current task sequence
se
4. Whether to upload to the distribution points.
) Driver Package Creator Wizard - 0o X

@ select Model

@ selectos Upload

@ select Driver Category
Update:
° Generate Package Update to distribution point

© Upload [ Select the distribution point to update ]

6 Information Confirm

7) Download and Generate

Previous Next




|
5. Confirm the driver package information and start downloading and generating.

8 Driver Package Creator Wizsed - x @ Driver Package Creator Wizard - o x
@ select Model @ selea Model
© seiectos Deploy package information confirm © seecos Downloading

@ Select Driver Category @ select Driver Category

Detal:

@ Generate Package

@ upload

@ Generate Package
© vpioss

© informston Confiem

06 Information:
* Windows 11 {64-bit)

Select Model:
+ BIADICVA

13% (8.16 MB / 6207 WB) downioaded

Sebect Driver Category:
* Bluetooth
+ Camera

6. After completed, the just generated task sequence can be checked under Task Sequence.
Software Library > Operating Systems > Task Sequence

[ SO
B B ¥y R /325528 % & fl @ 8 B
G o, oo | | 8 il o | DS oo oy o | M | | s
Creste Search Tsk Sequence Deployment Move | Classfy | Properties
€ |~ [B \ + sofwarclbay » Oveview » OperatingSystems » Task Sequences -2
Software ibrary. « Task Sequences 39 items
4 Overview. Search current node + subfolders K| Seach | AddCriteris ™
» T Applicatian Management [lcon— Name Description Package ID Date Created Size (K) | Enabled
» ] Softwere Updates 4] [Mode! Name]_OS Deployment MMDD ASUS ‘Windows_11 Task Sequence 2024 PDSO00GE 1 Yes.
4 Operating Systems | = = —_— — =
5] Drvers 4]
» K Diiver Packages a
B8 Operating System Images. a
% Operating System Upgrade Packages g
@ Boot Images @
E] Task Sequences )
- 5]
» = Desktop Anslytics Servicing )
» ] Microsoft Edge Management 5]
» ] Office 365 Client Management 4]
P saripts ]
[}
a
a
5]
4]
]
[Mode! Name]_OS Deployment MMDD N
Summary Related Ojects
Name: [Model Name]_CS Deployment MMDD P Deployments
Description: ASUS W Windows_ 11 Task Sequence 2024
e PackagelD: POS0006E
Package Type: 4
Boot image 10:

7f; Admiiivation

25 Community

7 summary [References | Deployments | Phased Deployments |




Driver Updater

Supports updating of client device drivers within OS environment by downloading the latest
drivers from the ASUS Driver Command Website based on the device's operating system. The
downloaded drivers are packaged as a software package, allowing for easy deployment and
updates directly to the client devices as needed.

Updated drivers can be uploaded to the Distribution Points or be deployed directly on clients'
devices, catering to urgent fixes or performance optimizations.

1. Select the particular model and its OS version for drivers update.
2. Select the drivers: customize the driver software package or choose the full package.

3. Generate a Driver Software Package: name the package and decide to create a task
sequence or not. Choose whether to turn off reboot notification.

@) Driver Package Creator Wizard o X

@ Select Model

@ seicios Software Package Generate
@ select Driver Category

*Name:

[ Driver Update_YYMMDD

5 Choose Deploy Device

& Upload

O Do not create task sequence
7. Information Confirm

(® Create new task sequence
8 Download and Generate

*Name: [ Driver Update_YYMMDE|

O Add to current task sequence

\ Advance Settings:
([

Turn off automatic reboot notification (effective upon next boot).

4. Whether to upload to the distribution points.

5. Confirm the driver package information and start downloading and generating.
*If the chosen driver had been downloaded before, ACM wizard will start generating directly.




6. After completed, the software package can be checked under Application Management.
Software Library > Application Management > Packages

[
Y QLo mo- WPy B @ § B

Create  Create Package I Saved Analyze Convert Fixand  Deploy Distribute  Update
e el rogram X Delee | i GIIE G | PP R i ot
Create Search Package. Package Conversion Deployment Move | Classity | Properties

~0 01 R

Move | SetSecurity | Properties
Scopes

€ 5 v [B \ » Sowarelbray » Oveniew » Application Management » Packages »
Sottware Uibrary

2 ovenice
PR Apphcation Managonort
[ Aoplications
5 Application Groups
(53 License Informatian for Store Apps
+ (5 Packages

Programs Manufacturer | Version Language Package ID Readiness

e Last Refresh Time
[Model Namel Driver Package for Update MDD 1 PD500070 Unknown

1] Glokal Conditions
8% App- Virwal Environments
A Windows Sideloading Keys
(] App Configuration Policies
» 1 Software Updates
» [ Openating Systems
» 2 Windows Servicing
+ 2 Desktop Analytcs Servicing
» 1] Microsolft Edge Management

» 2] Office 365 Client Management
P saipts

pjojojojojojojojoJojojojoJoJojojojoJo J< Jo i fd

[Model Name] Driver Package for Update MMDD

Package Properties Content Status Related Objects

Fackage ID: PDS00T0 - Success 0 % Content Status
Name: [Model Name] Driver Package for Update MMDD In Progress: 0
Manufacturer:

- Feied 0
Version: = Unknown 0

0 Targeted (Last Update: 2024 5:13 PM)

W Monitoring

2] Advinistration

¥ Community

| Summary [[Brograms | Deployments |

Ready

BIOS Updater

Efficiently update and deploy BIOS capsule firmware across multiple devices of the same
model. Devices sharing the same BIOS admin password can be updated simultaneously,
simplifying the process for IT administrators.

1. Select the particular model for BIOS update deployment.

@  BICS Updater Wizard

@ select Mol

Select Model for deploying devices

Select the corresponding model for which devices you want to deployed.
You'll choose the corresponding device drivers in the next step

*Device Model:

@ G oot G

10



2. Input the BIOS Admin Password if the deployed devices are set.

@ BIOS Updater Wizard - o X

@ select Model

Input BIOS password

If your device has BIOS Password, please input here.

BIOS Password :

[ 2/

Keep this field blank if BIOS password is not set.

3. Create a task sequence or add to current task sequence for deployment.
Remember to select deployed devices collection.

@ BIOS Updater Wizarel - 0O x|
@ select Model

@ input BIOS Password Select Task Sequence

© Generate Task Sequence

Task Sequence:

(#) Create new task sequence

*Name: [ BIOS Update_YYMMDD

(O) Add to current task sequence

Select a task sequence

Advance Settings:

[ Turn off automatic reboot netification (effective upon next boot).

11




4. BIOS update information confirmation.

@  BIOS Updater Wizard
@ select Model

@ input 5105 Password Deploy package information confirm
° Generate Task Sequence
Select Model:
5) Download and Generate K
BIOS Version Details:

« Version:
* Release Date: 2024- 18:41

5. Start downloading the BIOS and Microsoft SCCM will arrange the deployment accordingly.
And this BIOS Update task sequence can also be checked under SCCM Task Sequence.
Software Library > Operating Systems > Task Sequence

@  BIOS Updater Wizard

@ select Model

@ Input BIOS Password Downloading

@ CGenerate Task Sequence

@ information Confirm

© Download and Generate

12% (230 MB / 18.26 MB) downloaded

12




BIOS Admin Password and Authentication

Use BIOS Authentication Wizard to strengthen BIOS security by enrolling a certificate key
and setting a BIOS admin password across multiple devices. The protection ensures only
authorized users can modify BIOS settings, enhancing overall security and control.

Supported Client Platforms:
e ASUS Commercial Products (2024 or later) for BIOS Provision

1. Create a new baseline or choose a current baseline (for future new devices following).

@ BI0S Authentication Wizard - o x

@ select Baselines

Select Baseline

Create a new baseline or select ene from the exist baselines to manage the BIOS certification for tt
deployed devices

@ Create New Baseline

“Name: [ [Model Name]_BIOS Admin Password and Provision Set MMDD

() select Current Baseline

2. Manage BIOS Administrator Password: to create, change, or clear the password. The step
can be skipped if the current settings are to be retained.

@8I0 Authentication Wizard - X || @ BI08 Authentication Wizard - x

@ select Baselines

Manage BIOS Password @ Manzge 5105 Passiord Manage Certificate Key

Manage the BICS password for the systems 1o be deployed by creating. change, or remaving it Manage the BIOS password for the systems to be deployed by creating, change, or removing it

(®) Create New BIOS Passwor (©) Enroll Centificate Key
() change BIOS Password () Update Certificate Key
() Clear BIOS Password () Revoke Cerficate Key
O skp (®) skp

If skipped “Manage BIOS Password” step, it
will jump to “Manage Certificate Key” step.

~ ™
(pminm ) Next ( Previous ) Next

13




|
2.1 Create new BIOS admin password

To ensure the password is sufficiently strong, it is recommended to use a complex
password that includes a combination of uppercase and lowercase letters, numbers,
and symbols. For password strength, please keep password 8-64 digitals.

@ BICS Authentication Wizard - o X
° Select Baselines
@ Manage BIOS Password Create New BIOS Password
© Edit BIOS Password
*New BIOS Password :
{ New BIOS Password @]
*Confirm BIOS Password :
[ Confirm BIOS Password @]

Previous

2.2 Change BIOS admin password

Edit BIOS Admin Password: User should provide the client devices’ current BIOS
admin password as verification and update the new BIOS admin password.

@ BIOS Authentication Wizard - o x
° Select Baselines
@ Manage BI05 Password Change BIOS Password
© Edit BIOS Password
*Current BIOS admin Password :
{ Current BIOS admin Password @]
The password change will be applied to computers that match the current password.
*New BIOS Password :
[ New BIOS Password & ‘
*Confirm BIOS Password :
{ Confirm BIOS Password @]
BIOS Certificate Key :
[ BIOS Certificate Key ‘ Browse

Previous

It may require to input certificate key if the deployed devices had been enrolled
before. (For more details, please check appendix of certificate keys.)

14



2.3 Clear BIOS admin password

Current BIOS admin password is required to clear the admin password.
*If the devices are enrolled, clearing BIOS admin password will also revoke the

certificate key.

@ BIOS Authentication Wizard
@ select Baselines

@ Manage BIOS Password

© Edit BIOS Password

Clear BIOS Password

*Current BIOS admin Password :

{ Current BIOS admin Password &

The password change will be applied to computers that match the current password.

3. Manage BIOS Certificate Key: to enroll, update, or revoke the provision. The step can be
skipped if the current settings are to be retained.

3.1 Enroll certificate key

For BIOS enroliment, BIOS admin password is required.

@ BI0S Authentication Wizard
@ Sselect Baselines

@ Manage BIOS Password

@ Edit BIOS Password

Manage Certificate Key

Manage the BIOS password for the systems to be deployed by creating. change, or remaving it.

(8) Enrall Certificate Key
(O Update Certificate Key

(") Revoke Cerlificate Key

O sup

15



The system will convert the private key user provided into a public key and
send it to the devices user specify for deployment.

*Neither the private key nor the public key will be recorded.

@ BIOS Authentication Wizard

@ select Baselines

@ Manage BI0S Password Enroll Certificate Key
@ Edit BIOS Password

@ Manage Certificate Key

*BIOS admin Pag  The system will convert the private key you provide into a
i i ( public key and send it to the devices you specify for .
© kit Certificate Key { bbb deployment. Neither the private key nor the public key will Q]

be recorded.

*Certificate Key: (D

[ imput Centicae ey |

Depending on how the key pair was generated, some keys may be encrypted. In

such cases, please enter the password used to encrypt the key at the time of its
creation.

@ BIOS Authentication Wizarel

@ select Baselines

@ Manage BIOS Password Enroll Certificate Key
@ it 8105 Password

@ Manage Certificate Key T U

.
© Edit Certificate Key & Enter Paseward @]

i Detected that the private key is encrypted with a
£ password, please enter the password.

)

Browse

[ private key passwiord |

Cancel Confirm

16




3.2 Update certificate key

If the selected baseline has a BIOS admin password set, ASUS ACM will use this

password for the certificate key update. Otherwise, the current BIOS admin password
is required to update the certificate key.

@ BIOS Authentication Wizard
@ select Baselines

@ Meanage BI0S Password Update Certificate Key

@ cdit BIOS Password

@ Manage Certificate Key <B10S admin Password:
© cdit Certificate Key [ ........ @]

*Certificate Key: (D)

[ Input Certificate Key ]

3.3 Revoke Certificate

To revoke the certificate key, the BIOS admin password used for enrollment is
required.

@  BIOS Authentication Wizard

@ select Baselines

@ Manage BIOS Passviord Revocate Certificate Key
@ cdit BI0S Password

@ Manage Certiicate key *BIOS admin Password:

@ Cdit Certificate Key [ ........ I

17



4. Select the target collection for deployment and review the baseline settings information
before proceeding.

@ BI0S Authentication Wizard
@ select Baselines

@ Menage BIOS Password
@ Ecit 810 Password
@ Manage Certficate Key

@ e Corvmente key

Deploy

(B Deploy to Selected Device

*Callection: | All Users

x @ BI0S Authentication Wizard
@ select Baselines
@ Menage BIOS Password
@ Ecit 810 Password
@ Manage Certficate Key

@ e Corvmente key

@ ooy

Information Confirm

Detail: A Show Password
Baseline Select : [Model Name] BIOS Admin Password and Provision Set_ MMDD
BIOS admin Password : Create New BIOS admin Password

- Current BIOS admin Password:
- New BIOS admin Passward: *=*

BIOS Cartificate Koy Authentication ; Enroll 5103 Certificate Key
- Current BIOS admin Password; **= =+
- Select Key: C\Users\s

Deploy Group : All Users

5. Once completed, the baseline can be viewed under Compliance Settings.
Assets and Compliance > Compliance Settings > Configuration Baseline

-

Folder

¥

Create. Import Saved
Configuraton Bsseine Confguration Data | Searches = | Members (2] View X Definiton

Create

e

v [@ \ + Assets and Complisnce »

(D Schedule Summarization

I Run Summarization

Erable (3Copy
§ Dissble (3 Refresh

A Bport X Delete

2 » =

Deploy

Search Baseline Deployment

o =)

Categorze Set Securty  Properties
- Scopes

Classify Properties

-0 0B

Assets and Compliance
4 B Overview
& Users
% Devices
& User Collections
& Device Collections
& Orchestration Groups.
R, User State Migration
» ] Assetinteligence
[ Software M:

Overview » Comphonce Setings + Configuration Baseines
« Configuration Baselines 30 items

* | Search current node + sublolders

lon  Neme

[Model Name] BIOS Admin Password and Provision Set MMOD.

Status
Ensbled Yes

Deployed | User Setting  Date Modifed

No 2024 547PM 0

Compliance Count

K| search
Noncompliance Count | Failure Count

[ 0

Moddied By
TESTINGSE.

4 [ Compliance Settings
1 Configuration items
s Configuration Baselines.
{33 User Data and Profiles.
@ OneDrive for Business Profiles

T
+ ) Compliance Poicies
*+ L Conditional Access
¥ (] Company Resource Access
2] Terms and Conditions
&5 Windows 10 Edition Upgrade
127 Microsoft Edge Browser Profiles
* ] Endpoint Protection
» L3 All Corporate-owned Devices
« @ ASUS Unified Config Manager
© 805 Mansgement
& Driver Management

[Model Name]_BIOS Admin Password and Provision Set MMDD

|§ Assets and Complisnce I

I Monitoring
7| Administration

B2 Community

Genesst
Neme [Model Nome] BIOS Ademin Password and Provision Set, MMDD
7 Configurstion Baseiine
Relationships o
Date Crestect 10/8/2024 547 PM
3 10/8/2024 547 PM
Created By: TESTINGSERVER\Administrator
Wodified By: TESTINGSERVER\Admirsstrator
Categories
Descrption:

Configuration Baseline Status

Peaioad

| summary | Deployments

Compliance Statistics

Compliance Count
Noncomplisnce Count: 0
Failure Count: 0

Add Critesis

18




BIOS Configuration

Effortlessly configure BIOS settings with a user-friendly GUI and deploy them to multiple
devices. BIOS Configuration also allows to customize and change the boot logo as needed.

The following three scenarios allow BIOS configuration changes:
1. Client device with no BIOS admin password and no key set.
2. Client device with a BIOS admin password set.

3. Client device with both BIOS admin password and key set.

This authorization mechanism ensures that only properly authorized users can modify BIOS
settings, enhancing the overall security of the device.

Supported Client Platforms:
e ASUS Commercial Products (2024 or later)

1. Create a new baseline or choose a current baseline (for future new devices following).

@ BIOS Configuration Wizard - 0O x|

Select Baseline

Create a new baseline or select one from the exist baselines to manage the BIOS certification for th
deployed devices

@ Create New Baseline

*Name: [ [Model Name]_BIOS Config Basellne,MMD[i

O Select Current Baseline

19




2. Select a model as the reference for the configuration items, and prepare it for deployment.

©  BIOS Configuration Wizard - o0 ox |
@ select Baselines

@ select Model

Select Model for deploying devices

o

B
| I
a

Select the corresponding model for which devices you want to deployed.
You'll choose the corresponding device drivers in the next step.

- *Device Model:

@ oo Gt o)

Search...

3. Edit the BIOS Configuration Settings: Click “Edit Option” to change the setting with user

interface, and remember to provide BIOS admin password or certificate key as the
authentication verification.

@  BIOS Configuration Wizard
@ Sselect Baselines

@ select Model

© Configure BIOS Setting

Configure BIOS Setting

*Your Device:

BIOS admin Password or Certificate Key:

(®) Mo BIOS Password

(O BIOS Password

d:| Current BIOS admin password

g

(O Certificate Key

*Certificate Key:

20




Ensure to tick the checkbox of any options that have been modified

i Edit Option

Model Name

Category
Boot
Security
Tool

ASUS Business Manager

. Name

D ErP Support

. Hyper-Threading

D iGPU Multi-Monitor

. Intel (VMX) Virtualization Technology
D Intel Total Memory Encryption

[ 1pva pxe Support

[ ipve pxe Support

D L1 Substates

[ M.2.1 Link Speed

D Max Power Saving

—_

Value to Set
I Disable
l Enable
I Enable

I Enable

Disable

I Disable
| Disabled
I Auto

I Enable

] Import JSON File

Apply settings
g l Enable or Disable Energy-related Production (ErP) with savil
hd l When enabled a VMM can utilize the additional hardware ¢
v

Enabled: Empower both integrated and discrete graphics fc
When enabled a VMM can utilize the additional hardware ¢
Configure Total Memory Encryption (TME) to protect DRAN

Enable/Disable |Pv4 PXE boot support. If disabled |Pv4 PXE

e l Enable/Disable |Pv6 PXE boot support. If disabled IPv6 PXE
e l PCI Express L1 Substates settings,

e l Configure PCle Speed.

v

Max Power Saving.
l

Import a JSON settings file as a reference sample, or export it to save the current

configuration.

[y

Model Nam
b s THSEC + Domniees
Categery Crgize = ewfoer
2 e
P
Best e
EELTN
Secuity o
8 e
- Fn— =

Astis Bugnes:

& Loana

x
1 Model Name
v o serenooriees: »
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4. Choose the collection for deployment and make the final confirmation.

© 5105 Configuration Waard - X || @ @08 Configuation Wizard
@ select Basalines @ select Baselines

© seicct oo Deploy

@ Configure BIOS Setting

© selectModel Information Confirm

@ Configure BIOS Setting
[(esErmesmre

@ Deploy Baseline : [Model Name]_BIOS Canfig Baseline_MMOD
*Callection: | All Users

Deploying devices Model :

Detaik:

Configurs BIOS Settings :
- Hyper-Threading - Disable
- Intel (VWX) Virtuslization Technology - Dissble

Deploy Group : All Users

5. The baseline of configuration can be viewed under Compliance Settings.
Assets and Compliance > Compliance Settings > Configuration Baseline
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3. Deploy Result and Error Analysis
Deploy results can be checked from Monitor > Deployments.

Error Status of Driver Updater

Click on the pie chart, then select View Status > Error > (Choose 1 failed device) > More
Details to check the reasons for each device’s failure.

Montcring «
e - — iz, @)
» D
i Task Sequence: Update BS403CVA BI0S
» Queries Collection: ASUS Testing 2
vt ® Success * In Progress Requirements Not Met © Unknown
i Site Herarchy
» ] System Satus Depioyment ID + Assets | Mestage ID  Status Type
[ oepomen] 1 oW 1w e

° Update E1402CGA BIOS Status to ASUS *
3 Update B9403CVA BIOS Status to ASUS 1
° Pnasad Deployments
[} Client Operations
B script status.
» ) Clent Status
& Database Feplication
» (1 Distribution Stetus
30 Software Update Pont Synchronaation Ste
0 Site Server Status.

0 Updates and Serviang Status Asset Details
» 3 Securty
<] Compiianca Poices
o Commplacice ok Devie User Message 1D Status Type Descrpton
# Comanagement | B1402CGA-HISO20 Nt Appiicable mn Error Tne task sequence manager could not...
& surtoce Devices
5 Cloud Maragement

5 Darkans Fnsnceine Saamic

Completion Statistics

M Success: 0
In Progress: 0
Il Error: 1
Il Reguirements Mot Met: 0
M Unknown: 0

Total Asset Count: 1 {Last Update: 2024/10/17 T 04:30:28) View Status

The error code can be obtained from the Exit Code of the “Install Package” step in Status.
Please refer to the error code from Microsoft.
https://learn.microsoft.com/en-us/windows-hardware/drivers/devtest/pnputil-return-values

23
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Error Status of BIOS Updater

Click on the pie chart, then select View Status > Error > (Choose 1 failed device) > More
Details to check the reasons for each device’s failure.

Montoring «
sl e
» D
g Task Sequence: Update BS403CVA BI0S
£ Queries Colectore ASUSTestng 5
v i * Success © hvmqrm Requirements Not Met  Unknown
i Site Hierarchy
* ) System Status Deployment ID « Assets | Mestage ID | Status Type
4 1 CsWao00t 1 mn Enor

° Update E1402CGA BIOS Status to ASUS *
3 Update B9403CVA BIOS Status to ASUS 1
° Pnasad Deployments
[} Client Operations
B script status.
» ) Clent Status
& Database Feplication
Distribution Status
30 Software Update Pant Synchronaation Ste
0 Site Server Status
3 Updates and Servomg Status Ansot Details 3
» (3 Secury
ol Conmplices Policas. Device User Message D | Stotus Type Descrption
& Commaement | B1402c6a-15020  Net Appicadie nmn Ermor The tack sequence manager could nct.. |
A Surtace Devices
5 Cloud Management

B Darkana Fasnceine Saamic

Completion Statistics

M Success: 0
In Progress: 0
Il Error: 1
Il Reguirements Mot Met: 0
M Unknown: 0

Total Asset Count: 1 {Last Update: 2024/10/17 T 04:30:28) View Status

The error code can be obtained from the Exit Code of the “Update Bios” step in Status.
In the example below, the code is 12.

Details 4
Execution Time  Step Action Name Group Name . Last Message Name Last Message D ExitCode  Action Qutput
02411017 E.. O The tesk sequence execution engine st.. 11140 0
2024/10A17 L. 0 Disable Client Log Collection The task sequence execution engine 5. 11134 0 Finished with...
024110017 £ 1 Start ACT Log Collection The task sequence exccution engine s.. 11134 0
202410117 .. 2 Copy Files The task sequence execution engine 5. 11134 0
202441007 £ 3 5 [ Upaste Bios The tesk sequence execution engine £ 11135 N
202411017 .. 3 Update Bios The task sequence execution engine . 11138 0
0241017 £ 4 Delete Files The task sequence exccution engine s.. 11134 0
2024/10A17 L. 5 Exit with fault The task sequence execution engine f.. 11135 1
0241017 E.. 5 Bt with fault The tesk sequence execution engine 2.. 11139 16388
2024/10A17 L. 5 The task sequence execution engine f.. 11141 1
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|
The common error codes are as below:

Error Code Description

kSuccess(0) BIOS firmware is updated successfully.

BIOS firmware update is failed. The reasons may vary; it might be
kFail(1) caused by invalid BIOS firmware file, incorrect hash value, firmware
file is corrupted or not signed by ASUS, among other possibilities.

The client device is locked by BIOS admin password, but the given

kPermissionDenied(8) o
password is incorrect.

kModelMismatch(12) The chosen BIOS firmware model name is mismatched the device.

The BIOS version of the client device is equal to or greater than

kSkip(13) the specified version, so this update would be skipped.

Error Status of BIOS Authentication or BIOS Configuration

Click on the pie chart, then select View Status > Non-Compliant > (Choose 1 failed device) >
More Details to check the reasons for each device’s deployment failure.

The failure reason will be shown on Non-Compliant > Actual Value and the last number means
the error code.

For example, the error occurred during the ‘Set BIOS enroll key’ step, and the error code is 8.

T

Baseline:  wrangPWenroll
Collection: Ha0923Test 1

© Compliant @ Error| ® Non-Compliant|# Unknown

CI Name Rule Name Criteria Severity | Status Assets

Authentication... BIOS Authenti.. Equals Done ‘Warning  Non-Comopliant 1

General [Non-Compliant | 4

DeviceName  UserMame ClName Rule Name Setting Name Criteria
LAPTOP-15N.. (SYSTEM)  Authen.. BIOS Auth.. BIOS Authent.. Equals Done

Asset Details

Resource Name

LAPTOP- 15NVET...

2
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The common error codes are as below:

Error Code Description
BIOS authentication / configuration is deployed and updated
kSuccess(0) successfully.
BIOS authentication / configuration update is failed. The reasons
may vary; it could be that the devices are already equipped with
kFail(1) an old password, preventing the creation of a new one, or the BIOS
password has not taken effect before rebooting, among other
possibilities.
kInvalidArguments(2) BIOS admin password strength requirements have not been met.
kInvalidBiosImpl(3) The platform is not supported.

BIOS admin password or certificate key does not match the devices

kPermissionDenied(8) being deployed

kFault(9) Unhandled error.

Error Report

If an error occurs that requires assistance from ASUS, please provide the files
C:\windows\temp\AsusSccmxxxxx.etl and

C:\windows\temp\AsusSccmExecution.log for analysis.

4. FAQs
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5. Appendix — ASUS Commercial Products

Check Supported Model List:
https://dlcdnccls.asus.com/data/acm/ASUS Config Manager Supported Models.pdf

Commercial Models Limitation

Driver Package, Y2020 and newer

Driver Updater
Y2024 and lat rted f dat
BIOS Update Y2020 and newer ~Ue% and fater spported for Update
with password set
BIOS Authentication
BIOS Configuration " Y2024 and newer Support WMI 4.0 interface models
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6. Appendix — Certificate Key

BIOS Authentication implements certificate to ensure secure communication and data
encryption. IT managers can enroll key pair to BIOS to authenticate devices, ensuring that only
authorized hardware can interact with the BIOS.

e Itis IT's responsibility to create, maintain, and protect the private key.

e ASUS ACM will create correspond public key automatically according to the private key user
provided, and enroll the client devices with the public key.

¢ Neither the private key nor the public key will be recorded.

How to Prepare A Key Pair

The key pair needs to be a RSA key pair with 2048-bit length created by OpenSSL utility.
User is responsible to keep the private key protected.

Example:
To prepare a 2048-bit RSA key pair by OpenSSL.

Creating a private key using passphrase private.2048.pem to protect the private key.

’ .\openssl.exe genrsa -des3 -out private.2048.pem 2048 |

If a key pair is needed, extracting the public key public.2048.pem from the private key.

’ .\openssl.exe rsa -in private.2048.pem -outform PEM -pubout -out public.2048.pem |

Now there is a key pair: private.2048.pem(private key) and public.2048.pem(public key).
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